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Subsectlon 'C) directs the Attorney General to allocate aopro­
iJnated funds to carry out the purposes of the act In accorcance
with law enforcement's priorities.

SubsectIon I d) provides that ii a telecommunications Ca.rT1er re­
quests payment for modificatIons U) existing equipment, features.
or services to achieve compliance Wlth the assistance capability re­
quirements under sectlon 2602. and the Attorney G1!neral does not
iJay as requIred under subsectlon l al. the equipment. feature or
ser....ice in question will be consIdered to be in compiiance untIl the
equq:>ment. feature. or service IS replaced or significantly upgraded
or otherN1Se undergoes major modifications.

Subsection Ie' authonzes the Attorney General to establish nec­
essary regulatlons and procedures to reimburse camers.

Subsection I ft provides that any dispute over costs is to be re­
solved by the FCC or the court from which an enforcement order
15 sought, In the absence of a dispute brought by one of the panles
to the FCC. it is not the Committee's intent for the FCC or anv
other agency of the Federal Government to regulate the price of
telecommunications transmission and switching eqUipment or sup­
port services. The Committee regards such regulation as unneces­
sary in a competitive marketplace. Determinations regarding what
constitutes a "reasonable charge" for modifications and features
should be made in the first instance by manufacturers and tnelr
customers in contractual negotiations in accordance with normal
and accepted business practices.

SECTION 2.-AL"THORlZ.ATtON OF APPROPRIATIONS

This section authorizes $500.000.000 to be appropriated for 1995
through 1997. and thereafter any additional amounts that may be
necessary to carry out the purposes of the bill. which sums shall
be available until expended.

SECTION 3.-£FFECTIVE DATE

This section sets the effective date for compliance with the assist­
ance capability requirements in section 2602 and the systems .secu­
rity and integrity requirement in section 2604 as four years after
enactment. All other provisions take effect upon date of enactment.

SECTION '.-REPORTS

The Attorney General is required to report annually to Congress
periodically for the six yean after enactment on the ~onies ex­
pended under the bill. In addition, the General Accountmg Office
is required to report in 1996 and 1998 OD the estimated costs of
compliance with the bill.

SECTION 5.-eORDLESS TELEPHONES

The Electronic Communications Privacy Act (ECPA). which
amended the wiretap statute in 1986. exempted from the p~tection
of the Act "the radio portion of a cordless telepbone that is t~s:
mitted between the cordless tel~pbone handset and the baae UI11t.
18 U.S.C. § 2510 (1) & (12), The bill deletes the' escepti0r:tl for
cordless phones and impose. a penalty of up to 1500 for inten­
tionally intercepting suCh communications.
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SECTIONS 6 A..'lD '7 .-RADIo-BASED CO~~:'''CATIO:--lS

_. ECPA does not protec~ c~mm.uni~ations':hat are "readily acces­
:lIble to the ge~eral pubhc. which Includes radio commUnlcatlon.5.
unless they fit lntD one, of five specified categories. These excepted
categones enJoy protectlon because they usually are not susceptibie
to interception by the general public.

The bill would add "electronic communication" as a category or"
radIo commUnICatlOn covered by the wiretap statute. This would
;Jrovide protection for all fonns of electronIc communicatlons. ;:1.

d~ding data. even when they may be transmItted by radio.
The bill also amends the penalty provision to treat communlca.

·:ons using modulation ~hniques in the 5ame fashion a~ those
where en.cryption has been employed to secure communicatlor•.s pr..
vacy. ThIS paragraph refers to spread spectrum radio commun~ca­
tions. which usually involve the transmission of a signal on cd·
ferent frequencies where the receiving station must possess the
necessary algorithm in order to reassemble the signaL

SEC1'IOS 8.-TECHNlCAL CORRECTION

The wiretap law pennits interception of wire communications by
a wire or electronic service provider in the nonnal course of bU31­
ness. to render services or protect rights or property. The bill would
make a technIcal correction and expand the exception to include
t::lectronlc communications.

SECTION 9.-cLONE PHONES

This section amends the counterfeit access device law :0
criminalize the use of cellular phones that are 'altered. or "cloned."
to allow free riding on the cellular phone system. Specifically. thi~

section prohibits the use of an altered telecommunications instru­
ment. or a scanning receiver. hardware or software. to obtain unau·
thorized access to telecommunications services for the purpose of
defrauding the carner. A scanning ~iver is defined as a deVlce
used to intercept illegally wire. oral or electronic communications.
The penalty for violating this new section is imprisonment for up
to fifteen years and a fine of the greater of $50.000 or twice the
value obtained by the offense.

SECTION lO.-TRANSACnONAL DATA

Recognizing that transactional records from on-line communica­
tion systems reveal more than telephone toll records or mail covers.
subsection (a) eliminates the use of a subpoena by law enforcement
to obtain from a provider of electronic communication services th.e
addresses on electronic: messages. In order for law enforcement to
obtain such information. a court order is required.

This section imposes an intermediate standard to protect on-line
transactional records. It is a standard higher than a subl)Oena. but

. not a probable cause warrant. The intent of r~lin1 tn.!' standar~
for access to transactional data is to guard agl.1nst fishing expe<il­
tions" by law enforcement. Under the intermediate standard. the
court must find. based on law enforcement's showing of facts. that
there are specific and articulable grounds to believe that the
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r~ords are relevant and material to an ongoing criminal investiga-
tlon. '

Law enforcement could still use a subpoena to obtain the name.
address, telephone toll billing records, and length of service of a
subscriber to or customer of such service and the types of services
the subscriber or customer utilized.
Subs~tion (b) .requires government agencies installing and using

pen reglster deVIces to use, when reasonably available, technology
that restricts the information captured by such device to the dial­
ing or signaling information necessary to direct or process a call.
excluding any further communication conducted through the use of
dialed digits that would othenvise be captured. .

COMMrM'EE OVERSIGHT FINDINGS

In compliance with clause 2ClX3XA) of role XI of the Rules of the
House of Representatives. th, Committee ~ports that the findings
and recommendations of the Committee. based on oversight activi­
"ties under clause 2(b)( 1) of rule X of the Rules of the House of Rep-
resentatives, are incorporated in the descriptive portions of this re­
port.

COMMI'M'EE ON GoVERNMENt' OPERATIONS OVERSIGHT FINDINGS

No fmdings or recommendations of the Committee on Govern­
ment Operations were received as referred to in clause 2(1)(3XD) of
role Xl of the Rules of the House of Representatives.

NEW BUDGET AUTHORITY AND TAX ExPENDInrRES

Clause 2(1)(3XB) of rule XI of the Rules of the House of Rep­
resentatives is inapplicable because this legislation does not. pro­
vide new budgetary authority or increased tax expenditures.

CONGRESSIONAL BUDGET OFFICE COST ESTtMATES

In compliance with clause 2ClX3XC) of rule XI of the Rules of the
House of Representatives, the Committee seta forth. with respect to
the bill. H.R. 4922. the following estimate and comparison prepared
by the Director of the Congressional Budget Office under section
403 of the Congressional Budget Act of 1974.

U.S. CONGRESS.
CONGRESSIONAL BUDGET OmcE.
Washington, DC, September 30, 1994.

Hon. JACK BROOKS.
Chairman. Committee on tM Judiciary,
House of R~presentatives,Wtuhington, DC.

DEAR Ma. CI-WRMAN: The Congressional Budget Office has pre­
pared the enclosed cost estimate for H.R. 4922. a bill to. ~end title
18. United States Code, to malte clear a teleeommumcatlons ear­
rier's duty to cooperate in the interception of communications for
law enforcement purposes. and for other purposes.

Enactment of H.R. 4922 would affect direct spending and re­
ceipts. Theref~re. pay-as-you-go procedures would apply to the bill.
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if .....ou wisn further deta.l1s 00 this estimate, we wlll ~e p:ea5ed
to proVide them.

Sincereiy,
JA.\{ES L. BLC~

,For Robert D. Reisenauer',
Enclosure

COSGRESSIOS..u. 3L'DGET OFFICE-:OST E3T!~l\TE

L Bill number: H.R. 4922.
2. Bill tale: A bill to amend title lS. C'nited States Code. to mak~

dear a telecommunications carrier's duty to cooperate In the tnter
ceptlon of commumcauons for law enforcement purposes. and io
other purposes.

3. Bill $tatus: As ordered reported by the House Commlttee 01

the Juciiciaryon September 29. 1994.
4. Bill purpose: H.R. 4922 would direct tele<:ommunicatlons C31

riers to attaIn certain technical c:apabjlities to assist law enforcE
ment agencIes with wire and electronic interceptions. pen regute~
and trap and trace devices. These companies generally wouid h:1\'
four years to comply with the bill's requirements. However. :etE
com~umc:atlons carrters would not have to meet the requlremem
wlth respect to existing equipment and servlces unless tney are !'"

imbursed by the federal government. Additionally, the AttornE
General may agree to reimburse earners for other reasonable cos
in complyLng With this bill. This legislation would authonze appr
priatlons totaling $500 million for the fiscal years 1995 throu~

199i. plus such sums as are necessary for fiscal years there3.i~E

This legIslatlon would make several minor changes tv the C'lr~~
laws relatlng to the telecommunications industry, H.R. ~9 ..tl .1.

would establish both civil and criminal penalties for "-'olatlon
certain provisions of the bill.

5. Esumated cost to the Federal Government:

~Mnue,

E'tlmattd ltecttots tram fines
::llrect ,eeMtne en"'t -=tim, tunG

E,tlmltlCl 8u4Cft lumon..
. tstlmatICI OIInM

Autrlanllt1OftS,
SOIC1t11C1 IUtNftllllOM
£StlmatICI IUlllllrtlltlOftS

(I)

. illt

tIl

. l'l7

",j

('I

,~.
.1

iOO

Total luthOlllltlon,
EstllllJIICI ",nm

500
2S :00

:00
:~

The costs of this bill fall within budget function 750.
Basis of estimate: The estimate assumes that the congress

appropriate the full amounts authorized. The costs of the bill in
cal years 1998 and 1999 are very uncertain because the pn
technical solutions to the bill's requirements are unknown at
time. Based on infonnation from the Federal Bureau of Invesl
tion I FBI) and the telecommunications industry, CBO estim
that these costs would be roughly 5100 milllon annually. cos,
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thi~ order of magnitude, could ct?ntinue in later yean. The outlay
estlmat.es are based· on lnfo~a~lon from the FBI regarding impie­
mentatlon of the new capab111tleS by the tel~mmunications car­
riers.

H.R. 4922 would impose civil and/or criminal fines for violations
of the bill's provisions. Both criminal and civil fines increase re­
ceipts to the federal government. Criminal fines would be deposited
in the Crime Victims Fund and would be spent in the followmg
year. CBO does not expect this additional revenue or direct spend­
ing to be significant.

6. Pay-as-you-go considerations: Section 252 of the Balanced
Budget and Emergency Deficit Control Act of 1985 sets up pay-as­
you-go procedures for legislation affecting direct spending or re­
ceipts through 1998. Enactment of H.R. 4922 would affect both re­
ceipts and direct spending; however. CBO estimates that any
changes in spending and receipts would be insignificant. The fol­
lowing table summarizes the estimated pay-as-you-go impact of
this bill.

" 1,,,,, ".' ...,,,,,,., ~ :0"'''1

:~ar. .. ,n Olllll" 0 0 0
':~an.. In AlCtlotS 0 iJ J

7. Estimated cost to State and local governments: None.
8. Estimate comparison: None.
9. Previous CBO estimate: None.
10. Estimate prepared by: Mark GrabaMa and John Webb and

Melissa Sampson.
11. Estimate approved by: Paul Van deWater. for C.G. ~ucko15.

Assistant Director for Budget Analysis

ISFLATtONARY I~PACT STAttMEm

Pursuant to clause 2(1)( 4) of role XI of the Rules of the House
of Representatives. the Committee estimates that H.R. 4922 will
have no significant inflationary impact on prices and costs in the
national economy.

CHA.~GES ~ EXlSTt:--rG L\w M.-\DE BY THE BILL. AS REPORTED

In compliance with clause 3 of rule XIII of the Rules of t~e House
of Representatives. changes in existing law made by the bill. as re­
ported, are shown as follows \existing la~ proposed. to. be .omit~ed
is enclosed in black brackets. new matter \5 pnnted 1n \taltc. eXist­
ing law in which no change is proposed is shown in roman):

TITLE 18. trNrrED STATES CODE

• • • • • • •
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PART I-CRIMES

Chap.
1. General provisioD.S . .

• • • • •

• • • •

CHAPTER 47-FRAL"D A.'ID FALSE STATEME~lS

• • • • • • •

~ 1029. Fraud and related activity in connection with acce~
devices

I a) v,n.)ever-
'1, • • •

• • • • • • •
131 knowingly and wlth intent to defraud possesses fin~n

more devices which are counterfeit or unauthonzed access d
vices: (or)

'4) knowingly, and with intent to defraud. produces. traiE
in. has control or custody of, or possesses device-making eqUJ

ment:
.5J knowingly and with. intent to defraud uses. produces. trl

fics in. has control or cU8tody of, or possesses a telecommuJ
catIons instrument that htu been modifUd or altered to obte
unauthorized use of telecommunications services; or

r'6J knowingly and with. intent to defraud uses, produces. tr
fics in, has control or cU8tody of, or possesses-

(Ai a scanning receiver: or
"BJ hardware or software used for alteriTlK or modifYl

telecommunications instruments to obtain unauthorized
cess to telecommunications services,

shall. if the offense affects interstate or foreign commerce, be p'
ished as provided in subsection (c) of this section.

• • • • • • •
(c) The punishment for an offense under subsection (a) or Ib

of this section i~
(1) • • •
(2) a fine of not more than the greater of 550.000 or t,

the value obtained by the offense or imprisonment for not n
than flfteen years, or both, in the case of an offense under l
section (a)( 1) or (a)(4») (aJ (1), (4), (5), or (6) of this sec
which does not occur after a conviction for anottler otTt
under either such subsection. or aD attempt to commit aJ:

. fense punishable under this parqraph; and
• • • • • • •

(e) ~ used in this section-
(1) the term "accesa device" meaDS any card. plate. code

count number, electron.ic serial nu.mber, mobilC itUn.tificr.
n.umber, personal uuntifieatitm n.umber, or t;Jthcr. tel«:omm
cation.s ·servict, equipment, or in.strument uteftt&/Wr:, or ~
means of account access that can be used, alone or in CODJ
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~ion with another a~ess .cieVlce. to oetain money. goods. ~er.....
ices. or any other thmg or \·alue. or that ~an be used to t:'.lt1ate
a transfer of funds lo,:ner :h.an a transfer eng-mated solelY b"
paper instrument ': . .

• • • • • • •
15'J the tenn "trarli.c" means transfer. or other..a.'ise dispose of

to another. or eetain control of with intent to tran.sfer or dis
Dose of: [and1
.. 6 I the term "device-making equipment" ~.eans any eqUiD
ment. mechanism. or impression deSigned or ?r1manlv used fOl
making an acce!s device or a counten·elt access de\''lce{. J; one

i, the term ";5cannmg recezL'er" means a dence or c.pparc.r:.l;
that can be used to intercept a u:ire or electronLC commu.nlcct:or
In c:lolatlon of chapter 119.

• • • • • • •

CHAPTER 119-WlRE A.'lD ELECTRONIC COIDrl~CA
TIONS INTERCEPTION AND INTERCEPTION OF ORA]
CO~Lm..~ICATI0='lS

• • • • • • •

~ 2510. Definitions
As used in this chapter-

( 1) "wire communication" means any aural transfer made i
whole or in part through the use of facilities for the tran
mission of communications by the aid of WIre. cable. or othl
like connection between the point of origin and the point of r
ception 'including the use of such connection in a :iwitchir
station, furnished or operated by any person engaged in pr
viding or operating such facilities for the transmission of inte
state or foreign communications or communications a.tTecm
interstate or foreign commerce and such term includes aJ
electronic storage of such communication[, but such term do
not include the radio portion of a cordless telephone comm
nication that is transmitted between the cordless telepho
handset and the bue unit);

• • • • • • •
(12) "electronic communication" means any transfer of sig1

signals. writing, images. sounds. data. or intellige~ce of a
nature transmltted in whole or in part by a wi~. nubo. elect
magnetic. photoeleetronic or photooptical system that afTe
interstate or foreign commerce. but does not include-

l<A> the radio portion of a cordless telephone comll
nication that is transmitted between the cordless tl
phone handset and the base unit;

[( B)) (AJ any wire or oral communication;
[ten rs) any communication made through a tone-o

paging device; or . .
[(D)) (C) any communication from a tracking deVice

defined in section 3117 of this title);

• • • • •• • •
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, 16/ "readily .accessible to the general public" means. wlth re­
spect to a radio communication. that such commUOlCatlon 13

not-
• • •

• • • • • • •
,D I transmitted over a communication system provided

by a common carner. unless the communlcation 15 a tone
·')nly paglng system communlcation: {or I

.E l transmltted on frequencies allocated under part 25.
5ubpart D. E. or F of part ';'4. or part 94 of the Rules of
the Federal Communications Commlssion. unless. in ~he
case of a communication transmitted on a frequency allo­
cated under part i 4 that is not exclu.ilvely allocated to
broadcast auxiliary services, the communication is a two­
way voice communication by radio; or

I Fj an electronic communication:

• • • * • • •
~ 2511. Interception and disclosure of wire. oral. or elec­

tronic communication. probibited
I 1\ • • •
(:2.' aI/ i \ It shall not be unlawful under this chapter for an opera­

tor of a sWitchboard. or an officer. employee. or agent of a provider
of wire or electronic communication service. whose facilities are
[used in the transmission of a wire communication) used i11 the
transmission of a wire or electronic communication, to intercept.
disclose. or use that communication in the normal course of his em­
ployment while engaged in any activity which is a necessary inCl­
dent to the rendition of his service or to the protection of the righu
or property of the provider of that service. except that a pro\Oider
of wire communication service to the public shall not utilize service
observing or random monitoring ezcept for mechanical or 5el"V\Ce
quality control checks.

• • • • • • •
14)(a) • • •
(b) If the offense is a first otTense under paragraph (a) of this

subsection and is not for a tortious or illegal purpose or (or pur­
poses of direct or· indirect commercial advantage or private com­
mercial gain. and the wire or electronic communication with re­
spect to which the otTense under paragraph (a) is a radio commu­
nication that is not scrambled [or encrypted. then1. encrypted. or
transmitted using modulatIon techniqu.. the essentim paramrters
of u:hich have been wl.thhRi.d from the public wIth the intentIon ot
preserr.:tng the privacy of such communica.tion- .

Ii' if the communication is not the ndio portton of a cellulaJ
telephone communication. a cordless telephoM commW'licCltion
that is transmitted between the cordle. telephoM hand.sct aM

. the base unit, a public land mobile radio service com~unicatior.
or a paging ~emce communication. and the conduct 1S not thal
described in subsection \5). the otTender shall be fined unciel
this title' or imprisoned not more thaD one year. or both: ane
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I ii I if the communication is th~ radio portion of a cellular
telephone communication. a cordless telephone commumcat~on
that LS transmttted betuJeen the cordless telephoM handset and
the base unlt. a public land mobile radio service commumcatlon
or a pag:ng service commUnlCatlOn, the offender shall be fined
not more than S500.

• • • • • • •

CHAPTER 12o-TELECO,WMr.rNICATIO.VS CARRIER
.-lSSISTA..'lCE TO THE GOVER.'l.'dE.'T

S~C.

::601. DctifUtOn.s.
::602. As,ustanc, capabILIty rft1'nnrM1U~.
2603. SlJtl.C'~ lJf capa.cuy reqUU"frMnu,
~60.J Sysrtms s~curtty and mUI"ty.
:!605. Coo~ratu", 0; Ilqu:pmrnl 1f14nufcctur,t'S and pror.:r.cUrs of Ct~com';'lIlm:c:a:Wfl,;f

st..pport s~rt·IC'S.

::606. Techn:cal requ:r,m,nts and stan.d4rd.&: cnrn.s&on of compi.14rtJ:' d./lU.
:60i EnforC'M,nt orfUrs.
:':608. Payment 0; ,,'oses 0; t,Lrcommunl.CatJDIU carrvt'S to comply U:llh. capao:llty ,./t­

qu:rrm,nts.

§2601. Definition.
la} DEFl~'lT10NS,-Inthis chapter-

the terms defined in section 2510 haLle, respecttl'ely. the
meanings stated in that section.

··caU·identifying information"-
f AJ means dil1ling or sig1l4ling information that tdentt­

fies the orlgin, direction, a.,ti1U1tion, or termination of each
communicatlon generated or received by the subscnber
equipment. facility, or seMJice of a telecommunicatLortS car,
rter that LS the subject of a court orcUr or lawful authon::.a·
tton: but

f SJ does not indude any information that may discio~
the phYSIcal location of the subscriber (acept to the aten
that the location may be determined from the telephonl
number),

"Commission" means the FecUral Communications Commia
-sian.

"government" means the govemment of the United States 411l

any agency or instrum£ntaiity thenof, the District of Columbit.
any commonu'ealth, territory, or possession of the Unitel
Staus. and any State or political subdivision thereof authortze
by law to conduct electronIC surveil14n.ce.

04inforrnation seruices"-
(AJ means the offen.". of a capability for ge~erating, .~I

quiring, storing, transforming, processing, ~etneul.n't Utdl
ing, or making arJa:labk information vz.a telecommull
cations; a.nd

(SJ includes electronic publish.ing and. electronic messa
ing seruices; but

rCJ does not include any capability for a telecommul
cations carrier', intern.D.l ma.nt1l.ment, control. or op*ratll
of its telecommunications network.
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"telecornmunicatzons support sen'lces 0' means a proouc:. sort,
u.:are, or sertn~e ~ed by a telecom.municauons carrIer for :n.e t"1'

ter~aL sLgnaLz'!" or swuchmg n"Lnctlons of its telecommur..!,
catIons netu.'orR.

"telecommunications carrIer"-
fAI means a person or entzty engaged in the transmlss~on

or su.:itchzng 0; lJ.:Lre or electrOnLC commUlllcatzons as a com,
mon carner for hLre I u:Lthin the meanzng of 5ectzon J h"
the Communicatzons Act of 1934 147 CS.c. 153, hu .

.81 incLudes-
. I/' a p~rson or entuy ~nlaged in prOl.'Idtng com ~~.,.,

claL mobtle sen'Ice .as aenned tn sectIon 33:2' d or': ~ c
CommunicatIons .4.ct of 1934 /4i C.S.e. 332'd". o~

(ii, a person or entity engaged in proL'ldtng 1..I.:Ire f)r'

electroruc communicatIon su.'uching or transmlsswn
sert:zce to the extent that the Commtssion finds :~c:

such seroice is a replacer;r.e.nt for a substantzaL ponton
of the local telephone excnange sen'ice and that Lt IS :n
the public interest to deem such a person or e."ttlty :0
oe a telecommunications carrIer for pu.rposes of rh/$
chapter: out

.C) d.oes not include persons or entIties msofar as theY
are engaged in proL'iding information sen'lces.

§ 2602••-tssutance capability requirement.
(al C.JJ'.U3IU11' REQl.:IRE.\tESTs.-Except as prot'lded In ';~.:::>.

sectIons OJ, 'C), and rdj of this section and sections :250; c' c-:..:
2608'd" a telecommunications carner shall ensure that Its ser~':-:,';;

or facilities that prouit:h a customer or subscrtber u:Lth the COl:::".
to orIgznate. terminate, or direct communications are capable ,y-

"1) expeditiously isolating and enabling the gOt'ernment .")
intercept, to the e%cluszon 0; any other commUnICatIons, all L.. lre
and electronic communications carrIed by the carrier u:Lthzn <l

sen'ice area to or from equipment, facilitzes, or serr:lces of ..:
subscriber of such carrier concurrently with their transmlSSLOn
to or from the subscriber's seroice, facility, or eqUl.pment or at
such leur titrU! a.t may be acceptable to the gouemment:

(2) expeditiously isolating and eTUlbling the gouernment to ac·
cess call·identifying information that is reasonably aua&lable to
the carrier-

(AJ before, during, or immediately after the transmisslon
of a wire or electronic communzcation (or at such later ume
as may be acceptable to the govemment); and

rs) in a mt:Jnner that allows it to be associated u;ith the
communication to which it pertains,

e%Cept that, with regerd to information acquired solely pur.su·
ant to the authority for pen registers and trap and trace deulces
(as detinet!- in section 3127), s~ch call.id.entiFY,ing informatzon
shall not tn.cl~ any mformatl.on that may disclose the ph:r's­
ical location of the subscriber re%Cept to the utent that the loca·
tion may be d.etermin..ed from the telephoM number;; 0

(3) delir:ering intercepted communications and caU·tdentzf..··
iTlf information to the gouemment if!' ,a. /ormat such that the'Y
may be transmitted by means of facl.lztl.es or servlces procured
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by the gouernment to a location other than tJu premises of the
carrur; and .

(4) facilitatir:-g· auth:0rized_ communicat'ioM interceptiorus and
access to caU'ldentzfyzng mformauon unobtrusiuely and WLth a
minimum of interference with any subscriber's telecommuni.­
cations seroice and in a manner that protects-

rA) the privacy and security of commumcations ar:.d call­
identifying informatzon not aurhori.zed to be lnui'cepted:
and

"B; tnformation regarding the government's interCfDtion
of commumcations and access to cail-idennfying Lnforma­
t10n.

to) LIMITATIONS.-
(1) DESIGN OF FEATt·RES ASD SYSTEMS COSF1Gt"RATI0:VS.­

This chapter does not authonze any law enforcement agency or
o~cer--. .

(A) to require any specific design of features or system
configurations to be adopted by providers of WIre or elec­
tronic communication service. manufacturers of tele­
communications equipment. or providers of telecommum­
cations support services: or

rB) to prohibit the adoption of any feature or sen'ice by
providers of WIn or electronic communication sen'tce, man·
ufacturers of telecommun.ications equipment. or pror.:1ders OJ
telecommun.ications support seroices.

(2i !.VFOR.\tATION SERVICES; PRIVATE SErNORKS .J...VD [STER·
CONNECTION SERVICES AND FACIUTIES.-The requIrements 01

subsection raJ do not apply to--
(AJ information services; or
rSJ services or facilities that support the transport 0,

switching of communications for priuate netulorJts or for thl
s,?le purpose of interconnecting telecommunications car
ners.

(3) ENCRYPTION.-A telecommunications carrier shall not b
responsible for decrypting, or ensuring the govemment's abili!.
to decrypt. any communication encrypted by a subscriber or cu~
tomer, unless the encryption was provided by the carrier ani
tM ca~r possesses the information necessary to decrypt til
commUnication.

(c) EMERGENCY OR EX1(jE~7 CIRCr.:.lfS1'ASCES.-In emergency c
exigent circumstances (including those described in sections 2518 r:
or (ll)(b) and 3125 of this title and section 1805(e) of title 50),
cCnUr at its discretion may comply wi.th subsection (0.;(3) by alloLJ
ing monitoring at its premises if that is the only means of accon
pUshing the interception or access.

fd) M:OBlLE SERVICE :USISTA..'1CE REQUlRE.lfENTS.-A tel
communications carrier offering a feature or service that allows su
scribers to redirect, hand off, or assign their wire or ~lectron~ cal
muni.catioM to another service arm or another servIce proulder
to utilize facilities in another service area or of another service. p!
uider shall ensure that, when the carrier thet had. been provld&J
cusistan.ce for the interception of wire or electronic comrrlunicatio
or access to call·identifying information pursuant to a court orc
or lawful authorization no longer ha. acceu to tM content of su



communications or call-identi.fying information within the servlce
ar.a 1n which interception has been occurring ..u a result of the sub­
scriber's use of such a feature or service, information is made alJai.l·
able to the gouemment (before, during, or immediately after the
transfer of such communications) identifying tJu prouider of wirr or
electroni.c communication service that has acquired access to the
communications.

§2603. Notice. of capacity requirement,
(aJ NOTICES OF MAXIMUM AND ACTUAL CAPACrrr REQu7RE­

.'tlENTS.-
(1) IN GENERAL.-Not later than 1 year after the dau of en·

actment of this chapter, afUr consulting with State and local
law enforcement agencus, teucommunications carriers, provide
ers of telecommunicatioru suppon services, and manufacturers
of telecommunicationa equipment, and after notice and com·
ment, the AttorMy General shcJl publish in the FecUral Reg­
i3ter and prouide to appropriau teucommunications industry
associations and standard-setting organizations-

(AJ notice of the ma.:imum capacity T"f!quired to accommo­
date all of the communication inten:eptions, pen registers,
and trap and trace cUtJices thet the Attorney GeMral esti­
mates that government agenc~. authorized to conduct elec·
tronic surveillcuu:e 1'714y conduct and use simultaneously
after the date that is 4 years after the dete of enactment fJf
this chrlpter; and

(BJ notice of the actuld number of communication inter­
ceptions, pen rqisters, ancl trap and trace deuices, rep­
T"f!senting a portion of til. mazimum capacity set forth
under subparagraph (AJ, tJuJt tke Attorney GeMral esti­
mates that government agencies ti~thorized to conduct elec·
tronic surveillance mey conduct and. use simultaneously
after the date tha.t is 4 years a/Ur the dete of enactment of
this chapter.

(2) BASIS OF NOT1CES.-The notices issued under paragraph
(1)-

(AJ may be based upon til. type of equipnwnt, tylX of
seruice. number of subscribers, type or size or carrier, TUl­

ture of service ana, or any otMr measure; and
rBJ shall identify, to the TTIlUimum utent possible, the ca­

pacity required at specific geographic locations. including
carrier office locatioM.

(bJ COMPUANCE WITH CAPACITY NOTlCES.-
(1) INITIAL CAPACI1T.-Within 3 years after the publication by

tM Attorney Gen.eral of a notice of capacity 1"eCluU:ements or
within 4 years after tM date of e7I4Ctrn.ent of thIS chap~er,
whichever is longer, a telecommunicatioru canier shall, subject
to subsection (e), enaun th4t its systema arr ct:&pabLe of- .

(AJ upandillf to tM mazimum capacIty "t fonh &n the
notice under subsection (aX1)(A); cuad .

rB) accommodating simultaneously tke num~r of tnter·
ceptionB. pen registers, and trap and trace cUUlCe. set fonh
in tM notice ui&d.er subaction (oJ{IJ(BJ. .
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(2) EXPANS/ON TO ,'rI.AX1MUM CAPACrrr. -After t~ date cie
scribed in paragraph (1). a telecommunicattoTtS carner shalJ
subject to subsecnon {v. ensure that it can accommodate e%~di
tiously any tncrease in the actual n.umber of commUfllcatzoJ
interceptions. pen registers, and trap and trace deuices that au
thorlz.ed agenczes may seek. to conduct and use. up to tM mCUl
mum capacIty requlrement set fonh in the notzee uncUr sub
section '0.;11;1Al.

'e} .VorICES OF I.....CREASED JfA.:a.\ll"M CAPACITY REQr.:lREMEsrs.-
(1) The Attorney GeneraL shall penodically publish In th

Federal Regtster. after notice and comment. nottce of any n.ec
essary increases In the ma.:rimum capacIty requzrement set fan
in the notice under subsection (al( IHAJ.

(2) Within 3 yean after notice of increased ma.:rimum capac
ity requirements is published under paragraph (1). or U:zthl
such. longer time period as th.e Attorney GeneraL may speczfy,
telecommunications caT"T"Ur shall, subject to subsection (el. eT
sure that lts systems are capable of upanding to tlu increase
mcui.mum capacIty set forth. in the noti~.

fdJ CARRJER STATE.'.fENT.-Within 180 days after the publicatio
by tlu Attorney General of a notice of capacity requirements pursl
ant to subsection (a/. a telecommunications carrier shall submit
the Attorney General a staumant identifying any of its systems I

services that do not have the capacity to accommodate simult
Mously the number of intereeptions, pen registers. and trap ar
trace deuices set forth in the notice under subparagraph (AJ or f.

of subsectton (aJ(1).
(e) REIMBURSEMENT REQlJIRED FOR COMPUANCE.-The Attorn

GeMral shall review the stctemenu submitted uruUr subsectIon;
and may, subject to the auailc.bility of appropriations. egre' to reiJ
bune a telecommunications carrier for tM just and reasonable COl

directly associated UJlth modifications to attain such capactty ,
quirement. Until the Attorney General agrees to reimburse such cc
ner for such modification, such carrier skall ~ considered to be
compliance with the capacity notices under subparagraphs {AJ a
(BJ of subuction (aJ{ 1),

12604. S,.tema "curlty and inte,"ty
A telecommunicatioTU carrier shall ensun thet any court ortiel

or la.wfu.Uy authorized interception of communi.cations. or acces~

call·icUntifying information effected within its switchIng prtml
can be activated only with tM affirmative intervention of an in
uidual officer or employee of the carrier.

12605. Cooperation. of equipment 1fUJ1Iufaeture,.. a.nd prot
. era of tel.communicatio",. .upporl "",ice.

(a) CONSULTATI0N.-A telccommunicatioru carrier sh.GIJ cons
aI necessary) in a timely faahion with rn.t1.nuf~n,.. of i~ t
communicati.ona transmission and. switchinl eqwpment and 1" J

uiders of telccommunicctioru support ICrvica for. the purpoae of
suring that c~nt. and pltmti.ec/. scrvica and ·equipIMnt ~"
with the capability requinm.enta of seetiDn 2602 and 1M ca~u,
quire1MnU identified by tke Attorney Gcural u~r seetiOn 2l
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'bl COOPERATION.--Subject to sectzon.s 2607/cI and 2608ci .. c:
manufacturer of teLecommur:lcattons transmISSIon or su;Ucfung
eqUIpment and a provIder or telecommunicatIons SUpport sernces
shall, on a reasonably tlmety baSlS and at a reasonable char~e.
make at:aLlable to the telecommunications carrurs USIng tts equl.p­
ment or sen'Lces su.ch features or modifications as are Mcessarv to
permu su.ch carrters to comply wlth tM capability requlrements of
section 2602 and the capacIty requLrements Ldenufied bv the. _4.ttor·
ney General under sectIon 2603. .

§2606. Technical requirement. and ltandarcU; erten.ion of
compliance date

'OJ SAFE HARBOR.-
(II CONSULTATION.-To ensure the efficient and industr-v.

u.:ide implementation of the assistance capability requiremen-rs
under sectIon 2602, tM Attorney GeMral. in coordinatIon u:Lth
other Fedltral. State, and. local law enforcemen.t agencr.es. shall
consult with appropriate associations and. stand.ard-setttng 0"­
ganizations of the telecommunicat~ns ~nd.ustry and wlth rep­
resentatzves of users of telecommunIcatIons services and facdi-
ties.

(2) COMPUANCE UNDER ACCEPTED STA.VDARDS.-A tele­
communications car'TUr shall be found to be in compliance U"uh.
the assistance capability ~quirements untUr section 2602. a.nd
a manufacturer of telecommunications trans".. isslon or switch­
ing equipment or a provitUr of telecommunications support
sert/ices shall be found to be in compliance with section 2605.
if the carrier, manufacturer, or support scrt/ice pror:l.der tS Ln

compliance with publicly available technical requirements or
standarrb adopted by an indlUtry association or standard-set·
ting organization or by the Commission under subsection 'b, to
meet the requi.rements of section 2602.

(3) ABSENCE OF STANDARDS.-The absence of technical re·
quirements or stand4rrh for implementing the assistance ca.pa­
bility requirements of section 2602 shall not-

rAJ preclude a carrier, manufacturer, or services provickr
from chploying a technDlogy or service; or

(B) relieve a ca1'rier, manufacturer, or service provider of
tM obligations imposed by section 2602 or 2605, as appli­
cable.

to) FCC ArrrHORITY.-
r1) IN GENERAL.-If indU3try associations or standard-setting

organizlztions fail to is.sue technical requi.rements or standards
or if a government agency or any other person bel~ves thct such
requirements or standarrh are cUficient. the agen~ or ~rron

may petition the Commission to IStcbLuh, by notLCe and. co!"·
ment ruumaJcing or such otn.r procftdings as tM CommISSIon
may be authorized to conduct. technical requirements or stand­
a.rds that-

rAJ meet the assistance ca.pability requirements of section
2602; .

(B) protect the privacy and secunty of communicatioM
not authorized to ~ intercepted: and



CJ seroe the poliry o( the Uni.ted Stetes to encourage th.e
prOf.,'LSLOn of new tecttn.o,ogtes and seroices to the public.

(2) TR.A..VSITION PER/OD.-If an mdustry techracal requIre­
men.t or standard is set asui.e or supplanted as a result of Com­
mission action under this section, the Commission, after can·
sultanon with the Attorney GeMral, shall establish a reason.
able tzme and conditions for compliance wLthand the transltlon
to any new standard. including de;imng the obligations of tele­
communieatzons carril!rs under seetton 2602 durzng any tranS1­
tzon perlod.

Ie} EXTESSION OF COMPLJA.VCE DATE FOR FE.ATt·RES AXD SERv­
/CES.-

(1) PETITION.-A telecommunications carr'U!r propOStng to m·
stall or deploy, or Muing installed or deployed, a feature or
service within 4 years after tM date of enactment of this chapter
may petItion the Commlssion for 1 or more e:rtensio.ns of the
deadline for complying with the assi:4tance capability requi.re·
ments under sectIon .2602..

(2J GROL'ND FOR EXTENSION,-Th.e Commission may, after af·
fording a full opportunity for Maring and after consul.tatlon
with the Attorney GeMral. grant an enension under this para­
graph, if the Commission tUtermiM' that compliance with the
assistance capability rftluirement, u~r section 2602 is not
reasonably achieuabk th.rough application of technology avail­
able within the complit1~~ri.od..

(3) LENGTH OF EX:TENSION.-An utension untUr this para­
graph shall mend for no longer than tM earlur of-

rAJ the do.te determined by tM Commi8sion as necessary
. ,. tM carrier to comply with. tM auistance capability reo
-,irements under section 2602; or
rBJ the date tMt i.I 2 ~ar, afUr the d4te on which th.

utension is granted. .
(4) APPUCABIUTY OF ErnNSION.--An extension under thiJ

subsection shall apply to only that part of the carrier's busines:
on which tM new feature or service is used.

§2601. E,.(oreellWllt 0"''''
(a) ENFORCEMENT BY COURT ISSUING SURVEILLANCE ORDER.-J

a court authorizing an inUrr:eption under chapter 119, a State sta~
ute, or tM. Forrign Intelligence Surveillana Act of 1978 (50 U.S.C
1801 et seq.) or authorizing u.w of a pen rrgister or a trap and trae
cleviee under chapter 206 or a State statute fin.riJI that a teu
communiaztions carrier~ faikd to comply with tM requiremenJ
in thil chapter, the court may direct tJuu 1M. carrie~ comply fortJ
with and may direct tMt a prouuur of support serou:c' to tM c~
rier or tM manufacturer of tM ctU'7"il!r's transmission or switch&~
equipment furnish forthwith modificatioM necrssary for the cal"Ml
to comply.

(b) ENFORCEMENT UPON APPUCATI0N BY ArroRNEY GENERAL.·
The Altonvy General may apply to tM. appropriate United StDJ,
district court for, and the Unit«:l Stata district courts sM.ll ~a
jurisdiction to is,l.U, an ortUr directi1&6 that a telct:ommu~u~atIOJ
carrier. a manufacturer ofteLecommuni.cations tran.sm&SSlon



45

sWItching eqr.l1pment. or a provider of telecommUnLCarIons SuppOr!
Sert:Ices comply wIth this chapeer.

,'c; GROUNDS FOR ISSUA'yCE.-A court shall iSSlU an order ~nd.er
subsectIon (aJ or On only If t~ court finds that-

f!) aiternatiL'e technoiogus or capabilitus or the lacilitIes of
another carrIer are not reasonably available to law en;orcement
lor impLementIng theznterception of communzcatlons or access
to call·iden.tifying zn;ormation; and

'2; compliance WIth the reqUIrements of this chapter tS rea·
sonably achieL'able through the applicatIon of at:aILable tech­
nology to the leature or service at Issue or would haL'e been rea·
sonably achieL'able Lf timely action had been taken.

'd) TalE FOR COMPUANCE.-Upon issuance of an enforcement
order und.er: this section, t~ co~rt ~hall specify a reasonable tlme
and condltlons for complyllt,g wLth lts order. considenng the good
faLth efforts to comply in a timely nu:nner, any effect on the car·
Mer ·s. manufacturer's. or service provider's ability to contlnue to do
bUSIness. the degree of culpability or ~lay in uruUrtaking effons to
comply, and such other matters a.s justice may require.

Ie; LI.VITATION.-An orcUr under this section may not requzre a
telecommunications carrier to meet tM government's demand for
interception of communications and acquisition. of caLl·identIfying
tnform.ation. to any e%tent in uceas of tM capaCIty for which the .-it·
torney GeMral has agreed to reimbur~ such carrU!r.

rf) CmL PE)tlALTY.-
(1J IN GENERAL.-A court issuing an order under this sectzon

against a telecommunications carrier, a manufacturer of tele
communications transmission. or switching equi.pment. or '1 pro
vider of telecommunications support services may impose a ett.:l
penalty of up to $10,000 pcr day for each da.y in L'iolation aftei
the issuance of the orcUr or after such. future date as the cour
may specify.

(2) CONSIDERATIONS.-In datermining whether to impose l

fme and in determining its amount, the court shall take tnto ac
count-

(AJ the nature, cireumstances, and extent of tM violatio,
(8) the violator's ability to pcy, tM violator's good. fa.it

efforts to comply in a timely manner, any effect on the (..'u
la.to,.'s ability to continru to do business, the degree of ell
pability, and the length of any delay in undertaking e(fon
to comply; and

rc) such. other matters a.t justice may requirt.
(3) CmL ACTION.-Th. AltOrnly General may file a civil a

tion in the appropriate United States district co~rt. to. ccilec
and the United States district courts sh4ll haVl Jun.sdLc:i.on
impose, such fiMs.

§2608. Payment of coata of telecommunicatiou ctJrJ'Vr.
comply with capability nquil'ement.

(aJ EQUIPM£.VT. FE:ATt"R£S, AND SERVICES DEPLOYED BEFOl
DATE OF ENACTM£to/T.-The Attorney General T1I4Y, su.bje~t to t
ar..'ailability of appropriations, agrH to pay teucomml/:IlLCat&OnS cc
riers for all just and reasonD.bu costs directly a.tSOClcted wlth t
modifications performed by canWrs in connitt;tion with equlpmeJ
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features. and services installed or rUplcyed before tJu date of enact
ment of this chapter to establish tlu capabilitus Mcessary to compi'
with section 2602. .

fb) EQr./lP.WE.VT. FEATtFRES. .~D SERV1CES DEPLOYED ON 0;
AFTER DATE OF ENACTMENT.-

(1) Lv GENERAL.-If compliance with tke assistance capabili~
requirements of sectIon 2602 is not reasonably achi8r:able witl
respect to equipment. features. or servIces deployed on or afte
the date of enactment of this chapter. tlu Attorney GeMrai. OJ
application of a telecommunications carrier. may agree to pc'
the telecommunications carner for Just and reasonable costs dl
recdy associated with. achuuing compliance.

(2) CONSIDERATION.-In cUtermlning whether compliant
with th.e assistance capability requinments of section 2602 z
rea.sonably achieuable wi.th respect to any equipnunt. feature. Cl

service installed or dep/'oyed after the dlJte of eMctment of thl
chapter. consideration shtJ./,l be given to the tl17U when til
equipment. feature. or service wa.s installed or deployed.

(CI ALLoCATION OF FUNDS FOR PAYMENT.-Tlu Atto~ Genel'C
shall allocate funds appropriated to carry out thu chapter en aj
coraance WIth law enforcerrutnt priorities aeterm.iMa by the Attonu
GeMral.

fd) FAlLr.:RE To MAKE PAYMENT WITH RESPECT TO EQrJIPMEN
FEATURES. AND SERVICES DULOYrD BEFORE DATE OF ENAC
.~ENT.-

(1) CONSIDERED TO BE IN COMPLJANCE.-lf a carrier has ,
quested payment in accorrU1n« with procedures promulgat4
pursuant to subsection (e), and tM AttOrMy Genera/' has n
a,ned to pay the tekcommunicatiofUJ~r for all retUDIUU.
costs directly associaud with modificatiofUJ n.ecessary to briJ
tM equi.pment. feature. or _",ice into actual compliancr wi
the assistance capability requirements of section 2602. a.
equipment. feature. or Mrvice of a telecommuni.catioTU cam
depJ,ayed Ixfon the d4te of en.actment of this chapter shell
con.aidered to be in compli4nce with tM assistance capability I
quirements of section 2602 until tM equipment, feature. or sel
ice ~ replat:ul or significantly upgrt:Uled or otMrwise uru:krrl
major modification.

(2) LlMlTATION ON ORDER.--An order under section 2E
shell not require a telecommunications carrier to modify, for I
purpo. of complying with tM assistance capability ~
ments of section 2602. any equipment. feature. or servICe I

played before tM date of enact1Mnt of thi& chapter: unUss i

AttOI7lCy G.Mral has agTftd topa, tM telecommun&C~tIOMc:
rUr for aU just and reasonable coat. dinetly a.aocictal. II
modifications necessary to bring tM equipIMnt. featun. or u
ice into actual compli4ncr with those requirements.

re) PROCEDURES AND REGULATIONS.-Notwithstandi."" an, at
law. the Attomey ~n.ral shell. after notU:t and. comment. t~
any procedures and r,gulGtiofUJ damed MetSsa.", t~ effKt~ tl:
1y and cost-efficient payment to uucommunlcatlOM earners
com~nsable costs incurred under thia c~pter. unMr, chapters
and 121. and under the Foreign lnUU",.nce Surwillcncr AcJ
1978 (50 U.S.C. 1801 et seq.).
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(f) DISPUTE RESOL.U170N.-If thtn is a dispute between the Attor­
ney Ge1U!r,!,l arui. C1 teucommunicatiortl caT'rUr regardi.ng the
amou~t ofJust and reasonabu costs to ~ paid u.nder su.bsection ((1;,

the ~:.sp~t~ ~hall be resolued a~" the amount cUtermiMci in a pro.
ceedmg lnltU1ted at thl. Commwum or by the court from wnil:h an
enforcemen.t orrUr is sought under sectiDn 2607.

• • • • • • •
CHAPTER 121-8TORED WIRE AND ELECTRONIC COM­

MUNICATIONS AND TRANSACTIONAL RECORDS AC­
CESS

• • • • • • •
§ 2703. Requirements tor covernmental access

(a) • • •

• • • • • • •
(c) RECORDS CONCERNING ELECTRONIC COMMUNICATION SERVICE

OR RE~OTE COMPUTING SERVlCE.-< lXA) • • •
(B) A provider of electronic communication service or remote

computing service shall disclose a record or other information per­
taining to a subscriber to or customer of such service (not including
the contents of communications covered by subsection (a) or (b) of
this section) to a governmental entity only when the governmental
entity-

[(i) uses an administrative subpoena authorized by a Federal
or State statute, or a Federal or State grand jury or trial sub­
~na:

(ii» (i) obtains a warrant iuueci under the Federal Rules
of Criminal Procedure or equivalent State warrant;

(iii)) (ii) obtains a court order for such disclosure under
subsection (d) of this section; or

[(iv)) (iii) haa the consent of the subscriber or customer te
such disclosure.

(C) A prolJider of .l«tron.ic communication scrvice or nmote com
puting servia .hDil dixlON to a iovemmental entity tM name, ad
dn••, tet.phone toll billi!16 recorda, and I.ngth of service of a sub
scriber to or custom.r of Sw:A scrvice and tM type. of sa",ices lIlA
subacribcr or cr.utomer utiliutJ., UJMn tM lOlJernmenUU entity use:
an adminutrctiw subpoell4 authorized by" a FecUral or State stat
ra.or a FftUral or State grand. juryar trial subp«n.a or any mean.
auail4bI. under subparagraph fB).

• • • • • • •
(d) REQUtREMENTS FOR COURT ORDD.-{A court order for d.iJc:1c

sure under subsection (b) or (c) of this section may be isaueci by aD
court that is a court of competent jurisdiction set forth in sectio
3126(2)(A) of this title and shall isme only if the IOftmmen~el
tity shows that there is reuon to belie.,. the contenta ~f a W\fe. «
electronic communication, or the recorda or other ~nfo~atlCl
sought, are relevant to a lqitimate law emorcement lnqwz:y.] ,
court orcl.er for .discloaun under sub-=rion .rb). or, (ci "may be .lSSW!
by any court. tlu:t.t i$ a" court of comJMN1&l Jurisdictitm dat:n~ I
section 3126(2)(A) and sMll wue only if the lovemmental ennty (l



fen specific and articulabLt fact$ $Aowing tJu:t· tJurr are r~cuonabu
groU1'&tU to b.lieve that tM conUnts of a wire or electronic commu­
nication, or tM records or otMr information &ought, arr rrLet1cnt
and material to an ongoilll crimi,1J41 in.~stigation_ In the case ot
a State governmental authority, such a court order shall not issue
if prohibited by the law of such State. A court issuing an order pur·
suant to this section. on a motion made promptly by the service
provider. may quash or modify such order. if the information or
records requested are unusually voluminous in nature or compli·
ance with such order otherwise would cause an undue burden on
such provider.

• • • • • • •

CHAPTER 206-PEN REGISTERS AND TRAP AND TRACE·
DEVICES

• • • • • • •
§ 3121. General prohibitiOD OD peD re1(isier and trap and

trace device 11M; esceptioD
(a) • • •

• • • • • • •
re) LIMITATI0N.-A governnunt qency authorized to in.stall and

use a pen register under thu chapter or untUr State law, shall use
technology reasonably available to it that rrstricts the r~cording or
decodin, of electronic or otM,. impulses to tM dialing and signaling
information utilized in cell pr'OCflsai"".

[(c)] (d) PENALTY.-Whoever knowingly violates subsection (aJ
shall be fined under tb.ia title or imprisoned not more than one
year. or both..

• • • • • • •



ADDITIONAL \1EWS

It is essential that we provide a means of assuring that lawen­
forcement agencies are not impaired by new teiephone 5wltchmg
technology as they carry out lawful wiretaps.

\Ve all agree with this goal. but there are considerable dif­
ferences of opinion. with respect to how the cost of developlng and
mstalling the requlred software in existing switches and in assur­
ing that new eq~irment is designed with wiretap ~apability should
be borne. The bll as reported could under certaJ.n circumstan·ces
place a significant share of those costs on the telephone mdustrv.

Through the diligent etTorts of representatives. of the tele­
communications industry, the Electronic Frontier Fouhdation. and
the Energy & Commerce Committee staff'. we have constructed an
approach to resolving the cost issue which we believe to be fair and
equitable.

t:nder that compromise. the near term costs for the next four
years would unequivocally be borne by the government. Existing
switches would be retrofitted with the software necessary to assure
wiretap capability. Under this provision. absent a commitment by
law enforcement to pay fully for the modifications. a carrier would
be deemed to be in compliance with the law and no further action
on its part would be required.

A second important provision will require that as new switchin~

equipment and services an designed and manufactured. wire­
tapping capabilities be assured. It is obviously much more economi­
cal to design the wiretapping access into the new equipment ant
services rather than to engage after-the-fact and expensive retro­
fits. That requirement will. therefore. be a part of the law.

The costS of assuring that new switches and services be acces
sible for wiretapping are unknown at this time. They may be dt
minimis or they may be substantial. Our compromise provides tha
the Federal Communications Commission will resolve questions as
sociated with who between the industry and the government shal
bear these costs. The Commission would apply all sunshine "
quirements to all parties to its proceeding, including govemmen
entities. and would determine these questions:

1. 'Nhether the costs of meeting the wiretap capability n
quirements of law enforcement shall be borne by the goven
ment or should be assumed by the telecommunications Cal

riers. equipment manufacturers and P!Ovi~ers of telKommun
cations support services. or some combmatl0n thereof. . .

2. What cost allocation methods best ensure accountabib1
and protection to personal privacy.

3. What methods best ensure that there will be I
04goldplating" either by the government asking for upgrad
that are unnecessary or by industry seeking to have law e
forcel61ent pay for updating their networks.
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4. How to ensure that whatever method is seiected is com­
petltively neutral. has a ~ini~um effect on the depioyment of
an advanced telecommunIcatIons network and minImum ad­
verse effect on telephone rates.

We are pleased to report that this proposed compromise has bei!n
accepted in principle by the FBI. the United States Telephone As­
sociation. The Electronic Frontier Foundation. and the Digital Te­
lephony Vlorking Group, which represents a broad spectrum of pri­
vacy protection and industry interests.

Following the reporting of this bill by the House Judiciary Com­
mittee. the Energy & Commerce Committee will review its provi­
sions. and we anticipate that the comlU'Omise to which we have
~greed in principle will be favorably received by that committee.
The compromise would then be embodied in a floor amendment to
be offered at the time this legislation is considered by the full
House.

DON EDWARDS.
RICK BOCCHER.
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